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1. Overview of Standards on Internal Audit

The Internal Audit Standards are classified into various series for ease of identification and grouping of
similar topics:-

» 100 Series: Standards on Key Concepts

« 200 Series: Standards on Internal Audit Management

* 300-400 Series: Standards on the Conduct of Audit Assignments

* 500 Series: Standards on Specialized Areas

« 600 Series : Standards on Quality Control

* 700 Series : Other/Miscellaneous Matters

Note: SIA 5 (Sampling), SIA 6 (Analytical Procedures), SIA 7 (Quality Assurance in Internal Audit), SIA 11
(Consideration of Fraud in an Internal Audit), SIA 18 (Related Parties) were issued up to July 1, 2013
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1. Overview of Standards on Internal Audit (contd).

Standard on SIA SIA Name

110 Nature of Assurance
120 Internal Controls

Key Concept (100 Series) 130 Risk Management
140 Governance
150 Compliance with Laws and Regulations
210 Managing the Internal Audit Function
220 Conducting Overall Internal Audit Planning

Internal Audit Management 230 Objectives of Internal Audit

(200 Series) 240 Using the Work of an Expert

250 Communication with those charged with Governance
310 Planning the Internal Audit Assignment
320 Internal Audit Evidence
330 Internal Audit Documentation

Assignomngﬁg (();(')AE)ucSﬁ(taries) 350 Review and Supervision of Audit Assignments
360 Communication with Management
370 Reporting Results
390 Monitoring and Reporting of Prior Audit Issues

/S’md' Areas (500 520 Internal Auditing in an Information Technology Environment\
—— Series) | 530 Third Party Service Provider - __—— ‘
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2a. Objectives of SIA 520

The overall objectives of an internal audit do not change in an ITE. However, the different nature of risks, and the controls required to
mitigate those risks, do impact the audit approach and procedures deployed in the ITE. An audit in an ITE aims to evaluate an
organization's IT risks and establish whether IT related controls are adequate to achieve organization's business objectives.

Audits are undertaken after due study and understanding of the Organisation’s ITE
covering:

a) IT Strategy

b) IT Policies

c) Operating Procedures

d) Risks and governance mechanism
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2b. Requirements of the Standard

*Understanding the IT Landscape-IT Applications used for various
business Processes, Infrastructure, Interfaces, IT Organization
Structure, Strategy, Policies and Procedure, IT Risk assessment
(Refer “lllustrative IT Landscape”).

*IT audit qualification, Knowledge about ERP, and other emerging
technologies.

*Auditor to identify the scope of IT Audit procedures Eg: IT
Strategy, Governance and Oversight Audit , IT General Controls
(ITGC) Testing, Automated Business Controls, System Reports
Testing, IT Operations Audit, Cyber Security Audit, Emerging
Audit Tools and Technologies, Compliance and Regulatory
Requirement and Disaster Recovery and Business Continuity.

An Internal Audit Assignment plan including the IT audit approach,
methodology and timelines will be defined, documented and

maintained, based on the objectives and audit scope identified
above.
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2b. Requirements of the Standard (contd)

Performing interviews, review of supporting documentation,
review of system configuration, inspection, and physical
walkthrough. Understanding and scoping, IT risk assessment,
IT Audit planning, IT risk and controls matrix, IT test work
papers, system generated reports with the supporting
documents, evidences gathered and so on. additional evidence
or information, such as, risk mitigating measures provided by
auditee to be considered before concluding on a test of IT
controls

Professional Skill, care , due diligence to be applied.
documentation shall include IT environment Internal Auditing in
an Information Technology Environment

Final Deficiency and the corrective action and timeline to be
discussed with management
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2c. Key Terminologies




2c. lllustrative IT Application Landscape —
Manufacturing Company

Applications used: Legends used
App 1 (Financial Accounting) —Home grown Application —Sever in house

App 2 (Indirect Mat, FA, Payroll)-Licensed Application-Server on cloud Manual Data Transfer —--=>
App 3 (FA )-Homegrown Application Server inhouse Automated Data Transfer |~

App 4 (Attendance Recording)-SaaS based application , Server in-house

Accounts Payable &

Business Process MRP Vendor Master Purchase Order Goods Inward :
Accounting
Procurement of Direct
Material App 1l App 1 App 1 App 1 App 1
. Vendor Data Accounts Payable &
Business Process Master Budget Purchase Order Goods Inward Transfer Accounting
Procurement of Indirect App 1 (Manual updation/Keying
Material App 1 g g A2 in of transactions)
Business Process Goods Inward Quality Acceptance ESG to Inventory Valuation Fi@EE el Reco_rdmg lle
Production Consumption
. . App 1 (Direct App 1 (Direct App 1 (Manual updation/Keying
Invemitersy if et L Gzl Materials) Materials) App 1 App 1 in of transactions)
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2c. lllustrative IT Application Landscape — NBFC

Critical
Applications

Vertical - Feb 2020.
Server - AWS

Leads, Approvals,
Sanction Letter and
Release Order

Note:

Will be stopped from July 2021

Implemented only for AE -

Encore

Oracle
loan LMS

Implemented from Feb 2020
Server - AWS
Only active loans data has been migrated

Loan Master,
Disbursement,
Repayment, Interest,
Loan Balance

+  Single Sign on yet to be implemented for Key Applications
* Integrated of LOS, LMS and Accounting system (and banking channel) is yet to be done

Will be stopped from May 2021

Tally ERP

Suninfor

Implemented from Oct 2020
Server - Azure
Historical data yet to be transferred

Summary of
Disbursements, Interest,
Repayment & Financial

Statements

Support Apps - Bus

Support Apps - IT

Legend:

Data

New

Application

Old
Application

Support Apps — HR & Payr

—=>

Not integrated

“ Parallel Implementation

(*) — Applications accessible through Single
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2d. Common elements of IT Control

Company
Level *

Controls
Company-level controls
set the tone for the
organizaton
Examples include
- Systems

— Application
Controls

Controls embedded In
business process

~ s e s applications, designed to
i ga::ar?'g e S g oy g < achieve completeness,
- Er‘:te nsge o = = o S R accuracy,. vahdity and
po,.cﬁs o f 3 : ;; § recording'yassfertiogs. are
> = - commonly referred to as
:22;{:&?:;;" - E g = = application controls.
mformaton = 2 - B Exampies inciude.
shann - = = - Authonzations
- Codesgof - Approvals
conduct = SO - Tolerance levels
- Fraud IT Services - Reconcihiations
' FAtas s eiscorm N TInU Ity / Ne tw orks - Input edits

prevention

General Controls

Controls embedded in common services form
general controls Examples include:

- Systems mantenance

 Disaster recovery

e Physical and logical secunty

= Data management

- Incident response
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2d. IT General Controls vs IT Application Controls

THE HOUSE ANALOG INSIDE OF THE

HOUSE:
APPLICATION
CONIROLS

| (e |
FOUNDATION OF THE [
S HoUSE: GENERAL
CONTROLS
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2e. IT Controls — Key Domains




2e. IT Controls — Key Domains

IT Governance
and Strategy

Change
Management

IT Security and
Access control

IT Backup and
Recovery

Confidential



2e. IT Controls — Key Domains

IT Physical and
Environmental
Controls

IT Inventory

IT Operations

IT Interface
and Job
Monitoring
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2e. IT Controls — Key Domains

IT Service
Agreements

IT Cyber
Security Policy

Automated
Business
Controls

System Report
Testing
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Questions

An IS auditor should carefully review the functional requirements in a systems-development project to ensure that the
is designed to:

A. Meet business objectives
B. Enforce data security
C. Be culturally feasible

D. Be financially feasible

* From a control perspective, the PRIMARY objective of classifying information assets is to:
A. establish guidelines for the level of access controls that should be assigned.
B. ensure access controls are assigned to all information assets.
C. assist management and auditors in risk assessment.

D. identify which assets need to be insured against losses.
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Questions

» The reliability of an application system's audit trail may be questionable if:
A. user IDs are recorded in the audit trail.
B. the security administrator has read-only rights to the audit file.
C. date and time stamps are recorded when an action occurs.

D. users can amend audit trail records when correcting system errors.

* The communication lines are strictly drawn between the Chief Information Officer and Chief Financial Officer so as to m
the of the data within the application

A. Confidentiality
B. Integrity
C. Availability

D. All the above
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Questions

* The type of access that auditors request should be
A. Display-only
B. Read-only
C. EitherAor B

D. BothAand B

* General IT controls are knownas ___ controls
A. Pervasive
B. Indirect
C.BothA&B

D. None of the above
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3a. Introduction to SIA 530

This Standard deals with the responsibility of the Internal Auditor and management with
regard to risks arising from situations where some parts of the entity’s business operations,
processes and information reside with Third-Party Service Providers (TPSPs)

Meaning of TPSPs - They are External outsourced service provider to whom either full or some
aspect of business function, operation or processing or activity is outsourced.

The Landscape of Third Party Services is provided in the subsequent slide.

Risks relating to Outsourcing - Business processing, Financial and operational management,,
Information security, Legal compliance and Business continuity



3b. Third Party Services Landscape

Certification bodies Q Licensing Sales agents

Joint
Las\f Franchise Ventures
Distribution

Inventory ‘

planning

Shipping

Ter 1-N
suppliers .

Fourth Contract
parties  manufacturing

Infrastructure and
application support

Hosted vendor solution

Disaster Recovery

Brokers/ Sourci /C?
Agents

Distributors

Loyalty partners

R&D @ éﬁﬁ and sales
Q g/
W,
—— § Customers p:,rcr:snsti{,g
Call center

Customer
support

Organisation

Office products
_Q Facilities . Waste disposal
Cleaning
Q— RQ ::sr:::"ces Recruiting ——¢@
ﬁh @ Benefits Contractors

providers

‘ Payroll processing
Advertising agency

Licensed vendor solutions
\. Media and sales
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3c. Objectives of the Standard

The primary objective of this Standard is to prescribe the key requirements for providing an
independent assurance over business Standard On Internal Audit (SIA) 530 2 operations at third
party service providers.

These requirements are in the nature of

1 Assessment of risks associated with outsourcing, Evaluation of adequacy of controls to
address risks of errors and irregularities, Cost and operational efficiencies and ensuring
compliance with IT policies and standards, as well as contractual, statutory and regulatory
requirements.

21 To ensure quality independent audit reports on TPSP’s Controls.

-1 To prescribe requirements for the Internal Auditor in evaluating the TPAA report provided
by an Independent Auditor covering effectiveness of outsourced processes



3d. Requirements/Audit Procedure

Internal Auditor shall:

1.

Study and evaluate the scope of TPSP’s services, governance and oversight process
(Database of Outsourced Services, SLAs (vetted by legal), roles and responsibilities of user
entities officials.

Review both, the Pre-engagement and Post engagement due diligence undertaken by the
User Entity, including an assessment of the control environment at the TPSP

Review the periodic independent risk assessment of each third-party arrangement
conducted by the management

The Internal Auditor shall conduct an independent audit of the TPSP (where permissible), which
shall include TPSPs’ entity’s level controls, IT controls and process controls

In case, the Internal Auditor is not performing an independent audit but obtains TPAA reports,
the review of the TPAA reports shall be undertaken in compliance with Standard on Internal
Audit (SIA) 240



Thank you

CA Rekha Surana
rekhasurana@gmail.com
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Common elements of IT Control

Controt activities performed within the IT organisation of the
System thal the organization rebes upon g and data for a given organization or Information technology

(IT) environment

Data generated of processed through an IT application and

ITAC definition
or énd user computing solution

L r 0l
Systems hardware and sofware application support the PSR UCIEIRNIONS e EIE LU0

critical business processes of almost every company

General control concept can be applied regardiess of

Industry of business
Without effective General Computing Controls, reliance on

IT systems may not be possibie “

Why ITAG Important? Program change management controls

Data center physical security controls

Compultet operation controls

System and dala backup and recovery controls

Data is accurate, complete, authonzed and comedt

Data 15 processed as intended <

'y Objectives of application controls

Edit checks
Data stored Is accurate and complete aF | Caleanries 6t apolication control
€go app Validation
Access 10 dala is imited based on busingss nead e
Calcuiation
Interfaces
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Logical Access Control

Privileged user access management

Password Confiquration

) S
X 2 S d & The SRamesem mm mme s o | s
. — (R ——
Anary lancy - 1 $ [ — BTN WM AOCOS 10 v BBVl o 1o poe— et e St @ | g — 1 peo s
Wisar 4 |ANE A = n_paRay ] (Coods Recenpl) = Motnpatibie wih o Y0 Pt tet s Suntun & § oud cmnsurs. @ 4
wanr 3 lancs » ! GOttt M Atihed sclivly | Purchuase g .
R - * = = & ThE P e e TS Py W g S
Adsur 4 lABC @ ! Orduw Crmalon) e
Masec rIamcy = | = - 1 & 100 Dot et Svhs Suniess of | Al B P
Anur R AR & PN #5ESS! B3 O NEEE = d ‘o |
AL | : :
Wewe A0 [ARC 10 - 0 1 : T e e A el s
Wamr 18 |ARC 212 x L | ! | o The it e St S it ] e swdi
T A.l;: = + - \ » ‘_ 1S Densive ACC -'n—-——-::‘-.u...o“cc-a.
wraalamcaa T 1 e i am | (Vendor Mastor Data)
..:_Kl_: : d : )| | - X Soreohes s Nas DOCeSS 'O T vty
- |ASC IS CTolonmrwd coll oyt X Genctes mer
w47 JARC AT 1 B B0 | e ke v -
Asser 1m lame an | Adl B~ ] SEONS 15 BIOONMPUETENS. ACINIRSS
sar A% [ARC 1w ! 'J | { = Bk Coll Senoles U GO DOt hawe
merzelascze LT 5 T e m— acounn 4o that actrety

Encryption

wiw L e B R L yune_pomreriont, o fubpe Serererd [ @0 aLages {
- - Arioa ORIV ITEAIIE s PO NTTARIOVTY | AP AAP SIS TN AN Ty e
- > s Wl e SwA TV e fpaibav it P AT O r b FODE & . wlrgren b s SN A AT Tres
e -~ AT e WP TR O S P30 T L AN SOA L XTSI N Ay - e
- s B A AT O A MR P L LN e L e L.
-y - e L L L N S T P S I L B T AT 02 T
" R d Ll TPRB DAY I I L TOCPRG PNATHEM MO D .. S0N I R ROV DAL DD, .. Teem
o -~ PRI - L e T e L L) L A e ] B L L L (R
-y v L7ie Dl g rAeh T hnmblpetAaeth. . P AT AN AD FORPE L o RN s DB NPT b | Trem
" » e LG S T LA PN ATT SN SOAG L RPN AL MY N
e o o WLQE SwA T b P T e e WO | FAE AT AR A e AN -
UseriD | Password. Pasaword hash value
ORACLE ORACLE 38E3BE19A12E0257
CRACSA ORADBAPASS CAT7ETI2053ASABDSE
| DESKNME LESNMP E0E6D214D5421CCC
DEMC CEMO 48461184 123897CF
ATMIN JETSPEED CACZ2318F 1620597
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Information Security

Eirewall Server Performance

FIREWALL =
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Change Management

Change Management Process Change Request

- — «‘__...;'.; - _--wf X
Projeot Name CR No
Project Id CR Date
Requestor Reguest No
Designation Hoauwest Date
_Contact Numbuer
E-Mail Id
s R YR ModulalF vt i : TG~ o .
No. Screan Changes
1
Requested by HOD /! In-Charge UAT Sign-off
1Sign, Name & Date) (Sign, Name & Date) (Sign, Name 8 Date)
Developed by Change Implemented by IT In-Charge / IT Head
{Sign. Name & Date) (Sign, Name 8 Date) {Sign, Name & Date|

Incident Management

INVESTIGATE

L06 DIGNOSE % DIAGNOSE CLOSE

\ s / SNA N .

: 9 o AN e A ‘ 0.
e Voo 8 YAY YW
® @ 1 b
DENTIFY  CATEGORZEA ESCALATE RESOLVE
PRIORITIZE
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Asset Management and Backup

5. Asset Management — Hardware and Software 6. Backup

© 0 O

Content Frequency Storage

HARDWARE ASSET MANAGEMENT
Asset Lifecycle

Traln, Test
& Maincain

Seratagy
Selection
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